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^^at Is claimed Is: 

1. AXslgnal processing circuit for transmitting 
data to be transmitted as a packet data to a serial 
Interface bus In a predetermined time cycle, comprising: 

a cipher processing circuit for enciphering 
the data to be transmitted by a predetermined cipher mode 
and \ 

a transmission circuit for adding the 
enciphering Infonnatlon to the data enciphered In the 
cipher processing CTLrcult, transmitting the result to the 
serial Interface bus, confirming the continuity of the 
cipher mode by the epclpherlng Information when 
transmitting a plurality of packets, and transmitting the 
data enciphered by a idlf f erent cipher mode to the serial 
Interface bus as packet data In the other cycle when a 
discontinuity Is confirmed. 

2 . A signal processing circuit as set forth In 
claim 1, wherein the transmission circuit sets the 
enciphering Information In a predetermined region of a 
header of the packet. 1 

3 . A signal processing circuit for transmitting 
data to be transmitted as packet data to a serial 
Interface bus In a predetermined time cycle, comprising: 

a holding means In which Information of at 
least one cipher mode Isl set; 
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a control means for specifying a mode to 
encipher transmission data; 

a cipher processing circuit Including a 
cipher mode selection circuit for selecting cipher mode 
Information specified by the control means from the 
holding means and a cipher engine circuit for enciphering 
the data to be transmitted In the cipher mode selected In 
the cipher mode selection circuit and outputtlng the 
enciphered data; 

a transmission circuit for adding the 
enciphering Information to the enciphered data In the 
cipher processing slrcuit, transmitting the result to the 
serial Interface bus, confirming the continuity of the 



cipher mode by the 



enciphering Information when 



transmitting a pluf'allty of packets, and transmitting the 
data enciphered by a different cipher mode to the serial 
Interface bus as packet data In the other cycle when a 
discontinuity Is confirmed. 

4. A signal processing circuit as set forth In 
claim 3, wherein the transmission circuit sets the 
enciphering Information In a predetermined region of a 
header of the packet. 

5. A slgna^L processing circuit for transmitting 
data to be transmitted as packet data to a serial 



Interface bus In a 



predetermined time cycle, comprising: 
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least one cipher m 



holding means and 



a storing means; 

a holding means in which information of at 

iDde is set; 
a control means for specifying a mode to 
encipher the transmission data; 

a ciphBr processing circuit including a 
cipher mode selection circuit for selecting cipher mode 
information specified by the control means from the 

a cipher engine circuit for enciphering 
the data to be transmitted in the cipher mode selected in 
the cipher mode selection circuit and outputting the 
enciphered data; 

a first] transmission circuit for generating 



time information t 



side to an applicat 



output received data on a receiving 



:ion side, adding to the time 
information the enciphering information, and storing the 
result in the storing means along with the enciphered 
data; and 

a second transmission circuit for reading 
enciphered data to vrhich has been added time information 
and enciphering information stored in the storing means, 
generating packet data in a predetermined format, setting 
the enciphering information in the packet header, and 
transmitting the result to the serial interface bus and, 
when transmitting a plurality of packets, confirming 
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continuity of the aipher mode from the enciphering 
information, stopping the transmission when confirming a 
discontinuity even i\f there is room in a band enabling 
transmission in the predetermined time cycle, and 
transmitting the data enciphered by a different cipher 
mode to the serial interface bus as packet data in the 
next cycle , 

6 . A signal processing circuit for transmitting 
data to be transmitted as packet data to a serial 
interface bus in a predetermined time cycle, wherein the 



enciphered packet data 



to be transmitted in the serial 



interface bus in a prec^etermined cycle is received and 
output to the application side, comprising: 

a cipher pirocessing circuit for enciphering 
the data to be transmi ited by a predetermined cipher mode 
at the time of transmission and deciphering the received 
enciphered data based on the enciphering information 
included in the received packet data at the time of 
reception and 

a transmission circuit for adding the 
enciphering information to the enciphered data in the 
cipher processing circLiit, transmitting the result to the 
serial interface bus, confirming the continuity of the 
cipher mode by the enciphering information when 
transmitting a plurality of packets, and transmitting the 



data encipl^red by a different cipher mode to the serial 
interface biite as packet data in the other cycle when a 
discontinuity is confirmed, 

7. A\signal processing circuit as set forth in 
claim 6, wherekn the transmission circuit sets the 
enciphering information in a predetermined region of a 
header of the packet. 

8, A signal processing circuit for transmitting 
data to be transmitted as packet data to a serial 
interface bus in\a predetermined time cycle, wherein the 
enciphered packet! data to be transmitted in the serial 
interface bus in a predetermined cycle is received and 
output to the applkcation side, comprising: 

a firsti storing means; 
a seconcL storing means; 

a holding means in which information of at 
least one cipher mode is set; 

a control means for specifying a mode 
encipher the transmission data; 

a first reception circuit for storing time 
information, enciphered data and the enciphering 
information from the received packet data in the first 
storing means; \ 



a second rec&ption circuit for outputting the 



# 



46 



10 



15 



20 



25 



\ 



enciphering information and the enciphered data stored in 
the first storing neans and indicating a time to be 
output the received data to an application side based on 
the time information, 

a ciphcir processing circuit including a 
cipher mode detect j. on circuit for detecting a cipher mode 
used for encipheriEg data by the enciphering information 
from the second reception circuit, a cipher mode 
selection circuit f or selecting cipher mode information 
specification by tho control means at the time of 
transmission and seJ.ecting the cipher mode information 
detected by the cipt er mode detection circuit from the 
information set in the holding means at the time of 
reception, and a ciptier engine circuit for enciphering 
the data to be trans: nitted in the cipher mode selected in 
the cipher mode selection circuit and outputting the 
enciphered data at tlie time of transmission and 
deciphering the rece:.ved data in the cipher mode selected 
in the cipher mode s<ilection circuit at the time of 
reception, 

transmission circuit for generating 
time information to c utput received data on a receiving 
side to an application side, adding to the time 
information the encii>hering information, and storing the 

storing means along with the 



result in the second 
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enciphered data, and 

a second transmission circuit for reading 
enciphered data to which has been added time Information 
and enciphering Information stored In the second storing 
means, generating packet data In a predetermined format, 
setting the enciphering Information In the packet header 
and transmitting the result to the serial Interface bus 
and, when transmitting a plurality of packets, confirming 
the contlnul-by of the cipher mode from the enciphering 
information, / stopping the transmission when confirming a 
discontinui-ty even if there is room in a band enabling 
transmission in the predetermined time cycle, and 
transmitting the data enciphered by a different cipher 
mode to the serial interface bus as packet data in the 
next cycA.e , 



